
Issue 1, 2013  HK$60

IT Security
Plug and Plague?

Roundtable
Acting in the Industry’s

Best Interests

Piracy:
Is There A Sustainable
Option to Contain It?



www.fp-marine.com

Marine perils are a fact of life. Whatever this image means to you, we can keep you protected.

FP Marine Risks is a Hong Kong headquartered multi-national Lloyd’s insurance broker, 
dedicated to providing you with the right cover at highly competitive premiums. 

As a specialist marine insurance broker, our clients come from all areas of the maritime 
industry including ship owners, charterers, cargo owners, commodity traders, PMSCs, port 
and terminal operators and many more. We also provide risk consulting services and claims 
management to clients across Asia and globally.

What does this mean to you?
Im

ag
e 

cr
ed

it
: M

ar
it

im
e 

N
Z

  Liabilities insurance
  Logistics insurance
  Aquaculture insurance

  Hull & Machinery insurance
  Kidnap & Ransom insurance
  Cargo insurance

FPMR advert Security Asia.indd   1 09/05/2013   2:27 PM



COnTenTS
Cover Feature
PiraCy: is there a sustainable 

option to contain it? – A decline in 
attacks largely attributed to the presence of 
warships may be reversed by budget cuts in the 
leading maritime nations around the world

legal uPdate
PrivaCy issues in the PubliC 

Spotlight – Recent changes to Hong Kong’s 
privacy law may require many businesses to 
change their approach to dealing with data lest 
they be liable to criminal prosecution

it seCurity
plug and plague? – A newly 

identified security flaw in the UPnP network 
protocol has left many small businesses 
vulnerable to being accessed and manipulated 
by malevolent hackers

roundtable
aCting in the industry’s best 

intereStS – Security Asia asked four 
professionals representing different segments of 
the security industry to share their views about 
the types of challenges that lay ahead

4

12

14

8

Any opinions expressed in this publication are 
those of the author only and do not represent 
the opinion of the publisher, R&R Publishing. 
The publisher cannot be held responsible 
for any errors or inaccuracies provided by 
contributors or advertisers.

The publisher accepts no responsibility for any 
loss which may occur from such reliance.

The views herein are not necessarily shared by 
the staff or publisher.

The content of this publication is the property 
of the publisher and no part of this magazine 
may be produced without the written 
permission from the publisher. ©2013

3 hKsa – Message from the HKSA Chairman 

17   in the news – Latest issues from around the Asia-Pacific region

19   world FoCus – Latest issues from around the world

21   new ProduCts  – A glance at what's new on the market

22 events – Calendar of events around the region

24   inFormatiCs

Publisher
Richard Silkstone, R&R Publishing Ltd

Editor
Christine Gonsalves
T: (+852) 2126 7812 
E: Christine@RRPublishing.com.hk

Publication Manager
Ian Harling
T: (+852) 2126 7815 
E: Ian@RRPublishing.com.hk

Advertising Sales – Print & Web
Richard Silkstone
T: (+852) 2126 7814 
E: Advertising@RRPublishing.com.hk

Circulation
Ian Harling
T: (+852) 2126 7815 
E: Circulation@RRPublishing.com.hk

Web Manager & Design
Ian Harling 

Magazine Design
Jacky Ngan

www.Security-Asia.net

Endorsed by:
The Hong Kong Security Association

Circulation of Security Asia
Over 4,000 copies delivered directly to the 
following associations and decision makers 
who are responsible for the purchasing of 
security related services and products:

 Members of HKSA
 Government security bureaus
 Security consultants
 Law and accountancy firms
 Financial institutions
 Insurance companies
 Facilities management providers
  Security hardware and software 

manufacturers
 Also available at quality book stores

Published by R&R Publishing
Suite 705, 7th Floor
K. Cheong Building
84-86 Des Voeux Road Central
Hong Kong, SAR
Tel: (+852) 2126 7815
Info@RRPublishing.com.hk

www.RRPublishing.com.hk

Issue 1, 2013

ISSN 2306-8701



2   SecurityAsia

The Hong Kong Security Association and our members are dedicated 
to provide and maintain the best service and product standards. 

The Hong Kong Security Association was founded in 1984 and is the only Association 

of companies holding security licenses issued by the Security and Guarding Services 

Industry Authority. 

Our member companies are principally engaged in providing many different apects of 

security services:

 Guarding services-commercial and residential.
 Cash transport services by armoured vehicle.
 Installation and maintenance of alarm systems and equipment.
 Remote monitoring of alarms, fire alarm and CCTV systems.
 Supply of security systems and products.
 Investigation and security consultancy services.

The Association works with the Security & Guarding Services Industry Authority for 

the regulation of the industry.

The Association works closely with the Security Companies Inspection Unit of the 

Crime Prevention Bureau of the Hong Kong Police Force.

The Association, being a member of the Security Services Training Board of the 

Vocational Training Council contributes towards quality framework and training 

standards.

The Association forms working groups to tackle assignments and special projects.

The Association holds social functions to provide platforms for idea sharing and 

opportunity for members to meet.

We are here to support you and the Industry.

Become a member of the Hong Kong Security Association today.
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publication to showcase the tremendous 
professionalism and expertise of the security 
industry in Hong Kong and Asia is both relevant and 

necessary as those in this industry train, upskill and upgrade 
themselves in order to maintain their professionalism and 
commit to lifelong learning both on- and off-the-job.

As readers of this magazine will discover, and members 
of the HKSA already know, Hong Kong has long been, and 
remains, a safe city with a low crime rate. We have an effective 
and efficient police force, and they are complemented by 
hardworking and talented people, many of them in the 
private sector security industry, which has evolved over the 
years and now plays a critical role in Hong Kong's success 
story.

Hundreds of companies hold valid licences to conduct 
security and related businesses. They provide security 
guarding services and armoured transportation services plus 
professional support in the installation and maintenance of 
security systems throughout Hong Kong. Close to 200,000 
persons hold valid Security Personnel Permits, which 
entitle them to be legally employed as security officers of 
various categories and as technical personnel installing and 
maintaining security systems and devices. 

But given the continuing evolution of the security industry, 
and in tandem with the development of new technologies 
and the emergence of new threats and challenges, the 
industry has to move forward, maintaining and building on 
its high standards.

I am pleased that the HKSA has been able to take a greater 
role in this, providing advanced training courses for incumbent 
security personnel permit holders and attaching greater 
emphasis on their training and the upgrading of their skills.

Needless to say, the main asset of Hong Kong’s security 

Message from the
Hong Kong Security ASSociAtion cHAirmAn

A

industry is a trained and reliable workforce. What we need 
to provide them as the industry body is an environment 
conducive to the maintenance of their professionalism and 
lifelong learning. We need to achieve this through exchanges 
with our international partners and friends, and through 
the understanding and incorporation of best practices from 
overseas. With regards to the latter, this magazine will surely 
help. 

I am truly delighted to be asked to contribute an article 
to this debut edition of Security Asia and I certainly hope I 
am given the opportunity again. In the meantime, I wish the 
magazine every success and I look forward to reading the 
upcoming issues. 

Hong Kong Security Association

The Hong Kong Security Association (HKSA) led by Chairman Douglas Renwick 
would like to extend its congratulations on the launch of Security Asia

Douglas Renwick, Chairman of the HKSA and Country President at 
Securitas Hong Kong
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lthough there has been a recent decline in 
attacks, it is estimated that 40 per cent of this 
decline can be attributed to the presence of 
warships that have previously been contributed 
and paid for by the international community. 

Opinion is divided as to the best way to counter the threat of 
global shipping piracy. Some industry participants propose 
greater onboard security measures including purpose-built 
citadels and armed guards from private maritime security 
companies (PMSCs). Others prefer a more coordinated 
attempt to improve livelihoods in those coastal communities 
where pirates flourish.

The encouraging news is that the number of ships 
signaling attacks by Somali pirates fell last year to its lowest 
since 2009, and there is cautious optimism that this trend 
will continue, according to Peter Helm, Marine Director, 
Univan Ship Management. 

‘The increased targeting of pirate action groups by 
international navies, prosecution of pirates, strict adherence 
to Best Management Practices for Protection against 
Somalia-Based Piracy version 4, and the use of armed guards 

have all been factors in dragging down the numbers in the 
Gulf of Aden and the Indian Ocean,’ he said.

‘According to reports, Somalia's president appears to be 
having some success and has recently offered an amnesty to 
young pirates in a bid to end attacks off the nation's coast as 
he seeks to rebuild the country.

‘I believe this is also very positive as it is on the ground in 
Somalia where the root cause of the problem lies. However, 
the government in Somalia needs international support to 
ensure that the root cause of the problem is addressed and 
piracy is completely eradicated,’ he added.

At Sea, On Land
Land-based intervention offers a viable alternative solution to 
the piracy problem, according to Ralph DiTrocchio, Founder 
and President of Civil Solutions International. ‘We would 
love to see more funding channeled into alternate livelihood 
projects where we take the initiative, go onshore and find 
out why each region along the coast is turning to piracy,’ he 
said in a recent interview with Hanson Wade.

He admitted that it won’t be easy, with each region 

Is there a sustainable
option to contain it?
The ongoing economic crisis in the 

West is starting to hit anti-piracy 

operations in Somalia, as cuts to 

the defence budgets of 

leading maritime nations 

around the world, including 

the US and UK, are seeing 

reductions to the forces 

patrolling the area off the 

Somali coast and the Horn of Africa
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having its own reason for turning to and supporting piracy. 
‘But unless the international community, both the public 
and private sector, starts to focus on the causes, then piracy 
will continue to be an emerging market and continue to 
flourish and have a drastically negative impact within the 
international community,’ he said.

The idea of international – or at least unilateral – support 
to eradicate piracy has been revisited many times. Univan 
CEO Captain Bjorn Hojgaard, in his capacity at the time as 
Chairman of the Singapore Shipping Association’s Anti-Piracy 
Task Force, attended the 9th Plenary Session of the Contact 
Group on Piracy off the Coast of Somalia, held at United 
Nations (UN) Headquarters in New 
York in the summer of 2011.

Captain Hojgaard had the 
opportunity to address the Plenary 
and said it would be a more sustainable 
short- to medium term solution if the 
UN would establish a peacekeeping 
international force that could protect 
each vessel under a 
blue beret operations 
scheme, where flag 
states could sign up to 
participation and that 
owners/ships would 
be offered the services 
on a voluntary basis 
upon entry into pirate-
infested waters.

‘Numbers of attacks 
are reducing so we 
are seeing a measure 
of success but efforts from the international 
community can hardly be considered robust,’ 
Univan’s Helm said. ‘Without doubt we would 
see a more robust response if an A380 with 
600 passengers onboard were to be hijacked at 
London’s Heathrow Airport.’

Unfortunately, the reduction of anti-piracy measures in 
areas where they are having the most impact is also coinciding 
with other environmental factors, which together could see a 
concomitant rise in piracy levels elsewhere. For example, reports 
are showing that illegal overfishing from foreign fishermen 
is endangering the livelihoods of fishermen in both Nigeria 
and Senegal. Their complaints are worryingly similar to those 
voiced by Somalia’s shortly before the boom in piracy there. If 
the pattern is repeated, there could be an expansion of pirate 
hotspots to include some states on the west coast of Africa.

And these are not the only threats to emerge of late. 
Leading UK maritime intelligence provider Dryad Maritime’s 
latest report, ‘Special Advisory South East Asia, Disorganised 
Theft To Organised Crime’, focuses on the rise of targeted 
hijackings in southeast Asia. Analysis of recent incidents 
has shown that the hijack of merchant vessels including 
product tankers and fuel barges does not follow the same 
pattern as seen in the Horn of Africa where vessels and crew 
are taken to be ransomed back to their original owners. In 
southeast Asia, sophisticated, intelligence-led hijackings 
are targeting vessels for their cargo or for the hull, to pre-
arranged customers. Last year saw an 8.5 percent increase in 

maritime crime throughout 
southeast Asia which now 
stands at 44 percent of all 
maritime-based criminal 
activity reported worldwide.

The Cost of Piracy
Estimates of the total cost of 
shipping piracy worldwide 
range from US$7 billion a 
year to double that. Ransoms 

paid to pirates account 
for a surprisingly small 
part of this cost, just 
two per cent. The 
remainder is incurred 
by the global economy 
through increased 
marine transportation 
costs which ultimately 
reflect in the price of 
goods purchased, or 
in military expenditure 
which is paid out of 
everyone’s taxes.

So how else to 
contain piracy? At Bernhard Schulte Shipmanagement (BSM), 
CEO Rajaish Bajpaee has integrated security matters into the 
company’s operations, in particular when finalizing standard 
operating procedures. Speaking at a conference in London 
last October, Bajpaee said, ‘Since the qualified success in 
repulsing piracy and kidnapping is mainly due to the efforts 
of vessel hardening measures and seafarers themselves, it 
is ever more important that these measures are not relaxed 
anytime soon.’

He highlighted the importance of considering security 
aspects at the time of placing new building orders, considering 
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vessels’ likely vulnerabilities, carrying out a risk assessment, 
and integrating these issues into the ship design, making 
modifications at minimal extra costs while enhancing the 
safety and security of the ship, crew, and its cargo.

Citadels are a key example of a deterrent that can be 
purpose built and designed as such, rather than at a later stage 
converting another space to be used as a citadel. But as Univan’s 

Helm noted, ‘Citadels have proved to 
be effective in avoiding capture but our 
seafarers and their day-to-day decisions 
are our primary and most flexible form 
of defense.’

For its part, BSM has set up a 
dedicated anti-piracy support centre 
in Cyprus, which is staffed with 
experts with extensive knowledge and 
experience of seafaring and security, 
especially in anti-piracy matters. This 
serves as the ‘go to’ place for any of 
the company’s worldwide offices that 
have ships passing through pirate-infested areas.

As Bajpaee explained, ‘The CSOs of our individual ship 
management locations continue to retain the responsibility for 
ensuring their vessels’ security while consulting with the anti-
piracy support centre that provides guidance and expert advice.

‘We fully involve the master and ship’s crew in all 
planning and brief them about the latest information. All 
the stakeholders, including the owners and charterers, are 
kept fully informed and advised about the security measures 
and associated costs. A thorough risk assessment is always 
carried out, involving both the vessel and office, supported 

by advice and guidance from our anti-piracy support centre.
‘Once the plan is agreed, the crew are thoroughly briefed, 

trained to operate as per the plan, and provided with all the 
necessary information.’

A comprehensive risk assessment also allows ship 
managers to understand that a solution that fits one ship 
may not necessarily be appropriate for even a sister ship on 
a different voyage. Routes and speeds are the most effective 
variables but navigational safety, weather, etc, must also 
be taken into account. Necessary external assistance such 
as armed guards provided by PMSCs can also be engaged, 
preferably as part of a coherent plan not as a stand-alone or 
alternative to other security measures.

Indeed, in some regions in the world, there has been a 
recent and dramatic increase in the number of PMSCs. Peter 
Cook, Founder of the Security Association for the Maritime 
Industry, highlighted the North West Indian Ocean as one 
hotspot where PMSCs have mushroomed. 

‘I think we can say there are somewhere between 
200-220 PMSCs in that region. But we’re pretty much at a 
saturation stage. The shipping industry is still suffering from 

over-capacity, so their margins are 
extremely tight and some of them are 
now reticent to use PMSCs. I think we 
will see a maturation of the industry 
significantly over the next two 
years, and that number of 200-plus 
companies will fall significantly due 
to mergers, acquisitions and various 
other projects that bring companies 
together,’ he said. 

Tackling Future Challenges
Despite the efforts of governments 
to suppress piracy and the use of 
defensive measures by ship-owners 
and ship operations, piracy isn’t likely 
to disappear any time soon. It is as 

high impact event and even though the rate of successful 
pirate attacks may continue to drop in some areas, they will 
likely rise in others. Present ad-hoc solutions such as a naval 
presence and armed security teams will not be practical or 
economic for use worldwide on a continuous basis.

The only real hope is the kind of long-term alternative that 
Civil Solutions’ DiTrocchio is backing, but on the proviso that 
the international community makes a commitment to fund 
long-term reconstruction projects. ‘With stabilisation comes 
foreign investment and with foreign investment comes the 
opportunity for countries to rebuild and thrive,’ he said. 

Feature
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Shipping association The 
Baltic and International 
Maritime Council (BIMCO) 
published its GUARDCON 
standard contract for the 
employment of security 
guards on vessels in 
March 2012. The new 
contract was developed to 
provide ship owners and 
private maritime security 
companies (PMSCs) with 
a clearly worded and 
comprehensive standard 
contract to govern the 
employment and use of security guards, with or without 
firearms, on board merchant vessels. 

Anecdotally, there has been a recent and dramatic 
increase in the number of PMSCs, particularly in the North 
West Indian Ocean where some estimates of their number 
top 200 individual companies. 

In its press release upon GUARDCON’s release, BIMCO 
stated: ‘While [we] would not like to see the use of armed 
security guards on ships becoming institutionalised, [we] 
recognise that while the industry awaits a more permanent 
long-term solution, armed guards currently provide an 
effective deterrent to piracy attacks.’

Drafted in roughly three months by experts drawn from 
ship owners, underwriters, P&I Clubs and lawyers with 
first-hand experience of working with contracts for security 
services, GUARDCON created a single platform, according 
to Andrew Brooker, director of Hong Kong-based FP Marine 
Risks. ‘It required the guard companies with liabilities to 
account for a variety of situations; it detailed the rules for 
the use of force,’ he said. 

Until GUARDCON, each PMSC offered its own contract 
which meant ship owners signed multiple contracts that 
might be comparable on price but differed with respect to 
the use of the rules of force.

‘This was a complete nightmare with every company 
scribing its own rules,’ Brooker said. ‘The real issue to the 
ship owner was the cost when something went wrong, for 

example, if a member of the 
onboard security company 
killed a member of the crew 
by mistake.’

Under GUARDCON, 
the rules dictating the 
use of force are clear, as 
set out in the document 
itself: firstly, they provide 
the privately contracted, 
armed security personnel 
(PCASP), ship’s master and 
crew with guidance on 
lawful graduated response 
measures and lawful use 

of force in accordance with the right of self-defence when 
subjected to either perceived or actual acts of maritime 
piracy, armed robbery or hijacking. Secondly, they reduce 
risk to the master, crew, PMSC, PCASP ship owner, charterer, 
insurer and underwriters of civil liability claims and/or 
potential criminal or other charges.

As Brooker noted, ‘The rules for the use of force clarify 
that the force must be progressively greater. You need 
to know at what point your force can gradually escalate 
legitimately. GUARDCON creates the framework for all of 
that. It has been a really important part of the progression 
of the PMSC industry. It also levelled the playing field for ship 
owners. Not everyone uses it but a ship owner who does 
won’t be in trouble with his insurers or his flag state because 
it takes the sole responsibility away from him.’

BIMCO’s Chief Officer Legal and Contractual Affairs, Grant 
Hunter, said, ‘In the absence of a standard contract for these 
services, ship owners and their P&I Clubs are currently faced 
with the difficult and time consuming task of assessing large 
numbers of contracts from these security companies, all 
with varying terms and conditions. GUARDCON’s objective 
is to create a contractual benchmark for the employment of 
security services so that minimum levels of insurance cover 
for PMSCs are established and that adequate safeguards 
are put in place to ensure that liabilities and responsibilities 
are properly addressed and that all necessary permits and 
licenses are obtained.’ 

Under fire
Creating an actual benchmark for the employment of security services is
proving to be a necessity when it comes to the real business of keeping ships safe  
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Q: What’s the biggest challenge you 
face as a security professional today?
Daniel Chui: From my perspective, 
individual skills and expertise are our 
greatest challenges, and individuals 
having the necessary qualifications to 
address professional requirements. In 
addition to my current appointment, 

Leadership & Management

Acting in tHe

Industry’s best interests
Security Asia asked four 

professionals representing 

different segments of the 

security industry to share 

their views about the types of 

challenges that lay ahead and 

how they can add value to 

their clients, their businesses 

and the community at large. 

The participants were: Mark 

Burns, Managing Director 

of Hong Kong-based market 

entry and risk mitigation 

firm EBM Consulting; 

Daniel Chui, Chairman of 

ASIS International Hong 

Kong Chapter; Rob Forsyth, 

Director, Asia Pacific of 

Sydney-based IT security and 

data protection firm Sophos; 

and Totti Karpela, CEO of 

Peace of Mind – Threat 

Management Co Ltd in 

Hong Kong

Daniel Chui

Rob Forsyth Totti Karpela

Mark Burns

I am also a board member of the 
Security Service Training Committee. 
We are working with the Hong Kong 
Government’s Education Bureau to 
implement a qualification framework 
scheme. This scheme consists of seven 
levels of qualifications for security 
professionals: level one will be fairly 
elementary whereas level seven will 
be the highest. The scheme won’t be 
mandatory but it will help employers 
find the most suitable candidates.
Rob Forsyth: For IT security 
professionals there are twin chall-
enges. First is the challenge coming 
from cyber criminals. We have allowed 
them to act almost with impunity over 

the last decade, we haven’t enforced 
existing laws against them, perhaps 
we have been naïve in the way we 
have treated cybercrime. The second 
challenge is a response or, rather, 
lack of response to new legislation. 
Non-jurisdictional crime occurs across 
borders. Countries are having difficulty 
keeping up with legislation and are way 
behind in terms of enforcement. For 
example, you might have a cybercrime 
in Hong Kong that comes off a server 
based in Sydney that was perpetrated 
by criminals in Eastern Europe. Whose 
responsibility is it to deal with that? 
How do we get new legislation and 
police forces aligned?
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Totti Karpela: The greatest challenge 
for the security industry has been 
pretty much the same for the past 
10-plus years. The current economic 
situation forces organisations to 
critically look at internal and external 
expenses. Security departments are 
being tasked with multiple tasks, 
such as facilities maintenance and 
management. In many international 
security seminars we hear the same 
mantra over and over again, about 
how security service providers 
should be able to ‘sell’ the benefits 
of their services to clients, inhouse 
or external, and yet we rarely see 
this happen. Clearly, a military and 
law enforcement background does 
not provide the security manager 
or subject matter expert with the 
necessary skillset to be able to 
demonstrate the value and benefits 
of the service. The other challenge 
now and in future is the ever-growing 
need to understand cyber-security 
and available technology. Those of 
us in the security field who are not 
cyber-natives are definitely the ‘old 
war horses’ and as the US Marine 
Corps motto goes, you need to 
work hard to ‘improvise, adapt and 
overcome’.
Mark Burns: There are practical 
challenges and regulatory challenges. 
From a practical standpoint, in 
Myanmar, for example, there is little 
in the way of database information 
about entities or beneficial owners. 
So for people who have less familiarity 
with the jurisdiction it is an almost 
impenetrable place in which to do 
business without using some kind 
of agency to help you find out who 
you are actually dealing with. On the 
regulation side, the Foreign Corrupt 
Practices Act in the US and the Bribery 
Act in the UK place legal restrictions 
on how we can obtain information in 
the various jurisdictions and require 
us to follow appropriate compliance 
methodology.

Q: What are the most significant 
trends that you see shaping your 
security agenda this year?
DC: A huge issue this year is that of 
cyber-security. The US is becoming 
very serious in its attitude towards 
China. We are in the midst of a very 
real cyber-war and the US has warned 
that the Chinese government must 
take action on this issue. The issue 
of cyber-security also raises the 
importance of forensics because that 
is really the only way to fight and 
control cybercrime.
TK: Cyber security, without a doubt. The 
past 12 months have seen a number of 
incidents that have demonstrated the 
lack of skills, systems and improper 
attitudes, even at a government level 
worldwide.
MB: Over the past couple of years 
there has been a gradual change 
and development in the industry 
split between what could be called 
investigations-type research and 
compliance research. They have 
different drivers. Large companies 
in particular have increasingly 

more stringent internal compliance 
requirements – they require the 
paperwork to be done and to some 
extent the boxes to be ticked for the 
internal processes that they have. 
For providers such as ourselves that 
becomes more like volume work – 
it has become more of a process. 
Investigative research is, of course, still 
important and needs to be done but in 
terms of trends and industry changes, 

the compliance and volume type of 
work is growing in demand.

Q: How do you see convergence 
occurring in your field?
RF: We are seeing convergence in a 
number of areas. Technology evolves 
so quickly and people don’t think 
through what perils might exist. It 
is not so much about the devices 
being used; rather, it’s the pervasive 
software applications which run on 
these different devices. So although 
you might have different hardware 
solutions you also will have a similar 
linking software solution which 
might function differently in different 
environments. In a society we have a 
shared collective duty of care where we 
decide who has responsibility for doing 
what. When I cross the road there is a 
duty of care on my part to make sure 
I don’t step out in front of traffic but 
also the car drivers have a duty of care 
to not drive into me. With security 
issues it is the same. There is a duty 
of care in the IT department to make 
sure security systems are properly 

maintained; the HR department to 
make sure that staff are regularly kept 
up to date with IT policies and changes; 
staff should self-educate and make 
sure they stay up to speed; companies 
providing security software need to 
evolve their software to protect their 
clients; the ISP delivering downstream 
needs to operate with a duty of care. 
There is no one simple solution or 
set of responsibilities that solves the 

       We like to think that we are creative, and we value 
people who take the initiative, who have confidence and 
who can think laterally and solve problems as opposed to 
just thinking "no, we cannot do that …"
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problem for everyone, it is very much 
a shared responsibility.
MB: Compliance is process driven so it 
does lend itself to IT-driven platforms 
and we see a number of companies 
going in that direction. We have a 
trusted network of specialists that 
we work with on a regular basis for 
any particular issue. We have local 
people in all of the jurisdictions we do 
business. So if we have a client who 
needs a job done in Singapore, Vietnam 
and Indonesia, we can do that. In 
terms of competency in IT security we 
work with trusted specialists with the 

relevant competencies. That’s why we 
call ourselves consultants as opposed 
to investigators because we pull in 
different skillsets to help our clients. 
It is very hard for one company to be 
very good at everything.

Q: How do you find and motivate 
good people and what are the skills 
you consider most important?
DC: People are the most important 
asset for every company and of course 
compensation and benefits are very 
important. We must also provide 
adequate training and opportunities 
for development so that we build our 
people to the point where they can be 
called a professional through training 
and the imparting of skills. Companies 
really need to make this investment 
as it creates loyal employees. The 
other important factor, of course, is 
promotion.
RF: People just need the right 

motivation to be successful. So it’s 
important to provide them with an 
environment that is exciting, where 
they feel as though their career is 
moving forward.
MB: The most important skills in what 
we do are initiative, problem solving 
and the ability to think laterally. We 
are good at ‘thinking out of the box’ 
to provide solutions that address the 
needs of the client as opposed to 
just having a set way of doing things. 
We like to think that we are creative, 
and we value people who take the 
initiative, who have confidence and 

who can think laterally and solve 
problems as opposed to just thinking 
‘no, we cannot do that …’.
TK: Our company is a training 
and consulting company so I see 
training as one of the most important 
motivating factors to keep people, 
to hone their skills and to motivate 
them to even better achievements. 
Also, having the possibility to transfer 
security professionals internally for brief 
assignments within the corporation can 
broaden the perspective of both sides.  

Q: What security technologies do 
you find most promising, and which 
seem most overrated?
DC: I am thinking about BYOD – 
bring your own device – the policy 
that allows employees to bring and 
use their own mobile devices in the 
workplace. Many managers in my 
organisation have come to me and 
said, I want to use my Apple devices 

- my iphone, my ipad – and can the 
company network be installed on 
these devices? They want to do this 
for reasons of convenience – they 
don’t want to have to carry all their 
devices around with them, including 
the devices and laptops issued to 
them by the company.  But the 
problem is they never look at the 
security issues. If you allow BYOD it 
could be a disaster on the security 
side. Loss of a device could lead to 
major consequences. It is not about 
the cost or value of the device itself 
but about the information that 
is available should it fall into the 
wrong hands. In terms of promising 
technologies, I think any technology 
that enhances network security 
and provides protection for a 
company’s network is vital to prevent 
information leakage.
MB: TCSM, technical counter 
surveillance measures, seem to be 
changing rapidly. Keeping up with 
those trends can be a challenge. In the 
old days people waved wands across 
walls to find bugs but that is now 
changing a lot. Advancing technology 
means that the way people apply bugs 
or listening devices is different and you 
may find that they are not inside walls 
or under cabinets but actually within 
an ipad or smartphone.
RF: Cloud presents a massive 
opportunity for the world. It allows 
us for the first time to view big data 
and big data will allow us to look at 
all sorts of things in a way that will 
permit us to make the world a better 
place. Harnessing that power over the 
next five years will be exciting. The 
technology that might have been a 
bit over-hyped, at least for the time 
being, is raw speed. We have Google 
talking about ‘gigabyte speed’, 1,000 
megabytes per second being rolled out 
in Kansas City. The question is what 
can we use that speed for? I think that 
it might come in the future but we are 
a way away yet. 

       Cloud presents a massive opportunity for the world. It 
allows us for the first time to view big data and big data 
will allow us to look at all sorts of things in a way that will 
permit us to make the world a better place

Leadership & Management
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he Personal Data (Privacy) 
Ordinance (PDPO) was enacted 
in 1996 to protect privacy rights 

of individuals. However, it is only in the 
past few years that privacy and data 
protection issues have been in the 
public eye. The Privacy Commissioner 
(PCO) has been increasingly active, 
following what he has described as ‘a 
series of privacy catastrophes’. 

Media attention and public 
concerns have provided further 
impetus to the current efforts to 
reform the PDPO.

Reform of the Personal 
Data (Privacy) Ordinance 
The amendments were passed mid-
2012 and although the main focus is 
direct marketing (essentially, this is 
mass marketing via email, text, post 
and so on), there have been a number 
of other enhancements to the PDPO 
that give the Privacy Commissioner 
more powers to regulate and punish 
the collection and use of personal 
data. Data subjects (individuals who 
provide personal data to others) will 
welcome the new measures. However, 
data users (anyone who collects or 
uses personal data) will face more 
constraints in the ways in which they 
collect or use data and be liable to 
more serious sanctions.

What are the Material 
Changes?
1.   Tighter controls over the collection 

and use of personal data in direct 
marketing

  Data subjects must be informed 
before their personal data is used 
for direct marketing and given an 
opportunity to object. A data user 
who ignores objections will be 
subject to a fine of HK$500,000 and 
three years imprisonment.

2.   Stiff penalties for questionable uses 
of personal data

  The Bill addresses two suspect 
practices: (a) the sale of personal 
data without prior notice or in 
breach of an objection to the sale; 
and (b) disclosure of personal data 
for profit or malicious purposes 
without consent. The penalties 
are the same in both cases: a fine 
of HK$1,000,000 and five years 
imprisonment.

3.  Expect more challenges from 
aggrieved data users

  The Bill will empower the PCO 
to provide legal assistance to 
aggrieved data users in specified 
circumstances.

4.  Heavier penalties for repeat 
offenders

  Repeat offenders will be liable to 
increased fines and imprisonment.

5.   Supervision of data processing
  Data users who use third party 

service providers for data processing 
(data processors) will be required to 
ensure these data processors comply 
with the PDPO. We look at these 
changes in more detail below.

Direct Marketing
Prior to the recent amendments, 
there was a provision dealing with 
direct marketing - section 34 of the 
PDPO. After a high profile case where 
personal data was sold to third parties 
(who then marketed their products 
and services to data subjects), the 
PCO decided more comprehensive 
and specific requirements for the use 
of personal data for direct marketing 
purposes was warranted.

Under the new direct marketing 
provisions – which will become 
effective on 1 April 2013 – before 
personal data can be used or provided 
(otherwise than by sale) for direct 
marketing, the data subject must be 
informed:
•  about the data user’s intention to 

use the personal data for direct 
marketing;

•  that the data user may not do so 
without consent;

•  the kinds of personal data that will 
be used; and

•  the classes of marketing subjects 
(meaning the goods, facilities or 
services that may be marketed) in 
relation to which the personal data 
will be used.

Privacy issues
in tHe Public SPotligHt
Jill Wong of law firm King & Wood Mallesons discusses recent 
changes to Hong Kong’s privacy law that may require many 
businesses to change their approach to dealing with data lest they 
be liable to criminal prosecution

Legal

T
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Penalties for contravention are 
high: a fine of up to HK$500,000 and 
imprisonment for up to three years.

Sale or Disclosure of 
Personal Data
The new provisions impose specific 
requirements on data users who 
provide or sell personal data to third 
parties and will heavily penalise the 
unauthorised sale or disclosure of 
personal data.

Firstly, before such provision 
or sale (defined as the provision of 
personal data for gain in money or 
other property) can occur, the same 
protective measures as above must 
be implemented. In addition, the data 
subject must be informed about:
•  the classes of persons (meaning 

the names of the third parties or 
the nature of their businesses) to 
whom the data will be provided or 
sold; and 

•  whether it has been provided or 
sold for gain.
Secondly, where a person obtains 

personal data without consent and 
subsequently discloses it for gain or 
malicious purposes (described as 
disclosure ‘with an intent to cause 
loss to the data subject’ or ‘causing 
psychological harm to the data 
subject’), this will be an offence.

The penalty for each of these 
offences is even higher: a fine of up to 
HK$1,000,000 and imprisonment for 
up to five years.

More Challenges and 
Complaints
The PDPO currently enables an 
aggrieved data subject who suffers 
damage due to a contravention of 
the PDPO to seek compensation. 
The PCO will now be able to provide 
legal assistance to the data subject. 
Accordingly, where a case raises a 
question of legal principle or is difficult 
for the applicant to deal with unaided 
(for example, if there are complex 

legal issues), the PCO can assist by 
providing legal advice or arranging for 
one of his in-house lawyers or external 
counsel to act for the applicant in legal 
proceedings.

We make three observations 
here. The first is the introduction 
of another provision in the PDPO 
– a usual provision for regulatory 
authorities – providing the PCO 
and his officers with immunity from 
legal liability where they have acted 
in good faith. The second, more 
important, observation is that the 
PCO’s effective partnering with other 
regulators (notably the financial 
regulators, such as the Hong Kong 
Monetary Authority, who provided 
information to the PCO on banks 
sharing personal data of customers 
with third parties, leading to the 
PCO’s investigation of the banks) 
has brought about quick changes to 
banks’ practices in the use of personal 
data of their customers. Finally, the 
recent prosecution and successful 
conviction of OnCard Limited for 
a breach of section 34 on 25 July, 
demonstrates the PCO’s willingness 
to pursue criminal sanctions.

In conclusion, expect more 
challenges, complaints and regulatory 
inquiries (and not necessarily from the 
PCO) if you are a data user.

Supervision of Data 
Processors and 
Sub-Contractors
Presently, a data processor is not 
treated as a data user if he only holds, 
processes or uses personal data solely 
on behalf of another person, and not 
for his own purpose. Accordingly, 
he is not required to comply with 
the requirements of the PDPO. The 
PDPO now requires the data user to 
use contractual or other means to 
ensure that its data processors and 
sub-contractors, whether within Hong 
Kong or offshore, comply with the 
requirements under the PDPO.

Repeat Offenders
A new offence has been introduced 
for data users who, having complied 
with the directions in an enforcement 
notice, subsequently and intentionally 
do the same act or engage in the 
same practice. The penalty will be the 
same as for breaching an enforcement 
notice ie. liability to a HK$50,000 fine 
and two years imprisonment.

A new provision will impose a 
heavier penalty for repeated non-
compliance with an enforcement 
notice. The increased penalty will be 
a fine of HK$100,000, with the same 
period of imprisonment (that is, two 
years), and, in the case of a continuing 
offence, a daily fine of HK$2,000.

Current Debate over 
Company Directors’ 
Personal Data
A topical issue relates to the new 
Companies Ordinance where it is 
proposed that directors’ residential 
addresses and full Hong Kong Identity 
Card numbers not be available for 
public inspection at the Companies 
Registry. This has caused significant – 
and unanticipated – media and public 
comment criticising the proposal. The 
Privacy Commissioner now appears to 
be taking a conciliatory stance, saying 
that the Government should gather 
views from stakeholders and re-assess 
the situation.

Conclusion 
Privacy laws will become increasingly 
important and professionals in the 
security industry, in their collection 
and use of personal data for due 
diligence, security background checks 
and investigations, should be familiar 
with the current laws and follow future 
developments closely. 

Jill Wong
King & Wood Mallesons
This is not legal advice. It is for general 
information only. If you need legal advice, 
you should consult a lawyer. 
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niversal Plug and Play (UPnP) 
is a protocol that has been 
around for over a decade and 

is included in millions of devices, 
including routers, televisions, IP 
cameras, printers, scanners and 
computers. Pretty much anything 
that has been manufactured in recent 
years and that is connected to an 
internal home or small to medium 
business (SMB), and that needs direct 
access to the internet, will include a 
UPnP protocol. There are a variety of 
reasons for this, from push updates, 
reporting service issues, VOIP, and 
game services, and UPnP makes it 
easier for end users by not having to 
require them to continually configure 
ports on their routers. A good example 
would be surveillance cameras used 
within an office or retail space – in 
such an instance it is likely UPnP is 
involved.

The protocol itself allows for 
software or a device to request the 
router connected to the internet to 
make changes to its configuration 
without the user having to be involved. 
In essence it allows the internet to 
access specified ports and services so 
for a user, when they plug in a device 
that requires the internet, the device 
should simply work.

Security Vulnerability 
Reported
Earlier this year HD Moore, a well- 
known security researcher with vulner-
ability management and penetration 
testing company Rapid 7 (www.

Plug and plague?
A newly identified security flaw in the UPnP network protocol has left many 
small businesses vulnerable to being accessed and manipulated by malevolent hackers

cyber Security

U

rapid7.com), released a whitepaper 
based on over six months of research 
and testing (the white paper can be 
found at https://community.rapid7.
com/docs/DOC-2150). During the 
six month period prior to the release 
of the whitepaper they tested every 
single IP4 address on the internet 
on average once a week, and 
determined that UPnP was exposed 
and accessible on the internet 
facing side of those IP addresses 
on over 81 million devices. Over 17 
million of those devices appeared 
to be remotely configurable. That’s a 
pretty significant number and in fact 

represents over two percent of all 
internet IP addresses in the IP4 space.

This is bad. It is simple to understand 
why. If they are remotely configurable, 
then a remote hacker can probably 
reconfigure the router to allow them 
into the network or potentially even 
take over the device. Once they have 
access to the remote network they can 
then scan for security vulnerabilities 
and turn any PC or Mac with remotely 
exploitable holes into additional nodes 
on a bot network.

The US Department of Homeland 
Security through US Cert (the US 
Computer Emergency Readiness 

There have been some reports that there has been a major increase in UPnP port probes.
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Team) issued a warning the day the 
Rapid7 Whitepaper was issued and 
advised that people disable UPnP.

It is my opinion that in the not too 
distant future this issue will either 
directly hit the mainstream news 
due to mass exploitation, or will do 
so indirectly when a large botnet 
is discovered or taken down and it 
is found that UPnP was the major 
infection vector.

It gets worse in some respects. The 
team were able to determine that over 
6,900 products from 1,500 vendors 
were vulnerable from querying device 
descriptions from the exposed UPnP 
SOAP Protocol. The appendix of the 
White paper has links to the various 
lists of devices. The vendor list includes 

most well-known SMB device vendors, 
including Cisco (and Linksys), Belkin, 
Buffalo, D-Link, Qnap, Synology and 
many more. Of course not all devices 
from an individual vendor may have 
the issue.

Over 73 percent of all of the 
vulnerable IP addresses discovered 
were found to use just four commonly 
used UPnP libraries or kits.

Limits of UPnP
Universal Plug and Play has some 
merit. The average SMB user does 
not know how to configure ports on 
a router, and in fact if an ISP provides 
the device the firm may not even have 
the required access to make changes 
even if they wanted to. So the protocol 
allows for devices and services that 

many people can now use to simply 
request the services they need from 
the router and have it automatically 
happen. The issue is that UPnP was 
never intended to be exposed on the 
public/internet interface and it is a 
gross oversight on the part of vendors 
to have allowed this to happen.

Traditionally if you want to update 
the router or device it requires a 
manual process to download the 
firmware onto a computer and then 
load it into the device. The complexity 
and technological knowledge required 
makes this unlikely to be done on a 
regular basis by the average user or 
business owner. Many routers are 
supplied by ISPs and may not even 
allow the user to carry out updates. 

Furthermore, because of the nature 
of the SMB market, most vendors are 
replacing models rapidly with newer, 
faster versions and quickly drop 
support for older models even though 
they still work. So even if you want 
to update the firmware to a version 
that is fixed, that option may not be 
available as the vendor may already 
have dropped support in favour of 
newer device models.

Possible Solutions
So what exactly can be done? There 
are a number of online tests that are 
now available that can test to see 
whether your router responds to 
UPnP requests. The one we’ve used 
is the GRC Instant UPnP Exposure Test 
provided by Steve Gibson at www.

grc.com/shieldsup. At the technology 
consulting company I am a partner of 
we tested every client with a retained 
support contract and additionally 
advised them to request their staff to 
test their home connections. People 
with VPN access to their office can 
be a weak link in a business’s security 
profile.

Assuming a router does respond to 
UPnP requests there are a number of 
options.
1.  Check the router and see if a new 

firmware version is available and 
whether it fixes the flaw.

2.  Check the configuration of the 
router and see if the router can 
disable UPnP. Unfortunately some 
routers have been found to disable 
the internal UPnP service but still 
leave it running on the internet 
facing connection.

3. Replace it.
With over 17 million vulnerable 

devices, this has become a big target 
for malware authors. Indeed there 
have been some reports that there has 
been a major increase in UPnP port 
probes since the release of the Rapid7 
Whitepaper. This would suggest that 
interest in the flaws by hackers have 
been very quick to develop.

A business with a decent firewall 
should not be at risk. The very nature 
of a firewall requires you to define the 
policies of what you allow through. 
But even businesses with a firewall 
may have some devices exposed 
publicly or in an unrestricted DMZ. 
My advice to anyone who has not 
already checked and taken action is 
to ensure that their businesses and 
anyone that may have remote access 
to the organisation through a home 
connection is verified. 

Stuart Sanders has been providing IT 
consulting services in Hong Kong for over 15 
years. He is currently Director of Managed 
Services and a Partner at Velocity Solutions. 
Readers can email him at: stuart.sanders@
velocity-solutions.com.

       The very nature of a firewall requires you to define 
the policies of what you allow through. But even businesses 
with a firewall may have some devices exposed publicly or 
in an unrestricted DMZ 

cyber Security
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In the News

Software piracy afflicts Asia-Pacific 
businesses the most
A new global study commissioned by Microsoft Corp and 
conducted by US market intelligence firm IDC on the effects 
of malware found in pirated software has forecast the cost of 
dealing with malware-induced cyber-attacks for enterprises 
globally will reach US$114 billion this year. Worryingly, the 
study forecast that spending to counter such attacks in Asia- 
Pacific will hit US$39 billion, increasing to US$129 billion if 
the cost of data loss is also included.

The IDC study shows that consumers worldwide will 
share the burden and cost: as a result of these infections they 
will spend 1.5 billion hours and US$22 billion identifying, 
repairing and recovering from the impact of malware.

Researchers found that of the counterfeit software that 
does not come with the computer, 45 per cent is downloaded 
from the internet. Of this, 78 per cent is downloaded from 
websites or P2P networks and includes some type of spyware, 
while 36 per cent contained Trojans and adware.

The study highlights that 62 per cent of respondents 
know someone who had used counterfeit software and 
experienced security issues. The study also finds that 55 
per cent of the time, counterfeit software slowed their PCs, 
and the software had to be uninstalled. Half of respondents 
(50 per cent) noted that their greatest concern with using 
counterfeit software was data loss, and 30 per cent were 
most concerned with identity theft.

A separate study conducted by Microsoft in South-East 
Asia in February 2013 examined name-brand PCs with 
pirated software installed and counterfeit software DVDs, 
uncovering an average malware infection rate of 69 per 
cent. Microsoft’s testing of 282 computers and DVDs from 
Indonesia, Malaysia, Thailand, the Philippines and Vietnam 
revealed 5,601 instances and 1,131 unique strains of malware 
and virus infections.

Photo

Market for wireless 
infrastructure gear for video 
surveillance set to boom
A new report published by IMS Research 
forecasts that the global market for wireless 
infrastructure gear used for video surveillance 
applications is set to more than double from 
2011 to 2016, with a significant amount of 
growth driven by demand for low-cost systems 
in emerging economies like China and India.

Worldwide revenue for such equipment 
will soar to US$705 million in 2017, up nearly 
160 per cent from 2011. After increasing by 
11 per cent in 2012, growth will accelerate to 
15 per cent in 2013, with revenue reaching 
US$350 million.

The global market for wireless infrastructure 
gear for video surveillance is expected to 
expand at a compound annual growth rate 
(CAGR) of 17 per cent from 2011 through 
2017. Global growth will be led by China, with 
29 per cent revenue CAGR during the period. 
The next fastest-growing region will be the rest 
of Asia - including India - which will increase 
by 28 per cent. Mexico is set for a 23 per cent 
CAGR, Brazil will rise by 17 per cent, and the 
rest of South America will increase by 27 per 
cent.

The Asian market is currently the smallest 
and least developed region for wireless 
infrastructure gear for video surveillance. But 
it is forecast to grow the fastest among all 
global areas in the coming years, thanks to the 
region’s lack of any existing wired surveillance 
infrastructure, combined with the low cost 
of wireless and the booming demand for 
security.
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In the News

Australia signs on to international 
cybercrime treaty
Australia has now formally joined 38 other nations 
as a party to the world’s first international treaty on 
crimes committed via the Internet.

‘Australia becoming a party to the Council of 
Europe Convention on Cybercrime will help combat 
criminal offences relating to forgery, fraud, child 
pornography, and infringement of copyright and 
intellectual property,’ Australia’s Attorney-General, 
Mark Dreyfus, said.

‘The internet makes it easy for criminals to 
operate from abroad, especially from those countries 
where regulations and enforcement arrangements 
are weaker. These powers will allow Australian law 
enforcement agencies to rapidly obtain data about 
communications relevant to cybercrimes from 
partner agencies around the world. The Convention 
will also ensure vital evidence is not lost before a 
mutual assistance request can be completed.

‘Becoming party to the Convention ensures 
Australian legislation is consistent with international 
best practice. It enables domestic agencies to access 
and share information to facilitate international 
investigations and help countries in the region build 
capacity to address cybercrime.

‘Australia will be able to benefit from reciprocal 
powers offered by the 38 other nations. This is good 
news for fighting crime and will help make it easier 
for police to track down cyber criminals around the 
world’, said Dreyfus.

Majority of IT professionals admit picking 
up and plugging in abandoned USB drives
AhnLab, South Korea's largest IT security vendor, has 
revealed that 78 per cent of IT security professionals have 
admitted to picking up and plugging in USB flash drives found 
abandoned or lying around. This goes against all the rules 
and warnings these professionals try to drum into their own 
colleagues that inserting a ‘found’ flash drive into a network 
leads to infecting files and networks, and ultimately, the loss 
of valuable data.

The study was conducted at the recent RSA Conference 
2013 among 300 IT professionals, many of whom were 
security experts. It found that data that was discovered on 
the ‘found’ USB drives often included viruses, rootkits, bot 
executables, movies, music and other office documents.

The study also uncovered that more than 68 per cent 
of those surveyed had been involved in a security breach, 
either at home, work or personally – with many relating back 
to infected USB drives.

IT security professionals are clearly ignoring basic rules. 
The result could include stolen intellectual property, such as 
sales forecasts, customer, and financial information.

Casino loses millions as poker player hacks surveillance cameras
Crown Towers casino in Melbourne, Australia, is hoping to recuperate its losses after a high-stakes 
card player scammed it out of millions of dollars before being caught. The scam took advantage 
of the casino’s camera system, which was compromised during the heist.

The player was treated as a VIP player due to his high-volume playing habits - betting and 
losing millions of dollars in a single hand. In this case, the Crown casino security cameras were 
turned inward, and the high-stakes poker game wasn’t as risky when the unknown cheater’s 
crew used the HD images to read the other players’ cards and signal when to hold and when 
to fold. After eight hands, the player was busted, but not before more than US$30 million 
was stolen.

Melbourne’s Herald Sun newspaper, which broke the story, hinted that an insider 
provided remote access to the system, citing sources familiar with the investigation.

Crown casino is hopeful that the stolen funds can be recovered.
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World Focus

Retailers should prepare for evolving 
criminal behaviour
The ‘Changing Retail, Changing Loss Prevention’ report by 
the UK-based Centre for Retail Research has highlighted 
that six million shoplifters globally are apprehended each 
year and that criminals’ behaviour is changing.

In the decade between 2001 and 2011, losses from 
retailers in the 43 countries surveyed in the report totalled 
US$119 billion. Most significantly, there had been a big 
increase in people stealing standard household items 
and food produce, with meat a high-theft category for 
supermarkets.

According to Joshua Bamfield, executive director at 
the Centre for Retail Research, the global recession has 
seen an increase in the levels of shoplifting. ‘This goes 
against a five-year trend of regular declines,’ he said. 
‘It needs a lot more work from retailers and use of the 
criminal justice system.’

From the retailer’s perspective, the report showed 

that investment in loss prevention plays a major role 
in reducing shrinkage, and investment in areas where 
retailers are likely to suffer the greatest cost from crime 
will help to ensure they are not seen as a soft target. 
Among these efforts are employee training, hardware 
and software spending, hiring more employees and new 
CCTV surveillance.

The new ruses to rip you off
Recent figures from the UK-based National Fraud 
Authority show that the money lost to individuals from 
fraud and other scams exceeds US$9 billion a year. 
Financial scamming is an industry that is growing rapidly. 
Here are some of our favourites. 
1.   Rare metals investing: rare earth metals are used in 

the manufacture of computers and phones. The UK’s 
Financial Services Authority (FSA) has warned that 
companies are using high-pressure sales tactics and 
targeting vulnerable customers who are often told 
that supply of these metals is falling, causing prices 
to rise. The FSA said it had ‘yet to see any convincing 
evidence that there is a viable market for investors to 
make money from investments in rare earth metals’.

2.   Dodgy job offers: victims are attracted by fake 
job offers which effectively turn them into money 
launderers. Financial Fraud Action UK says the offers 
use titles such as ‘money transfer agent’ or ‘payment 
processing agent’. Those who succumb become 
‘money mules’. They are told to receive money into 
their bank accounts and to transfer it to another, 
taking a cut themselves. The money involved is often 
stolen and the mules are laundering it to overseas 
accounts.

3.   Lottery scams: one of the scams purported to come 
from the International Monetary Fund promised 
the recipient US$8 million if they paid US$1,500 to 
release the funds. It’s easy to tell a lottery scam. You 
have to buy a ticket to have a chance of winning a 
lottery. If you haven’t bought a ticket, you can’t win.

4.   Wine scams: according to Decanter magazine, 
scammers posing as buyers have attempted to 
defraud suppliers of around US$2.4 million since May 
2011. Individuals have also been hit by scammers 
selling en primeur – wine that is still in the barrel. 
Fraudsters posing as wine merchants tell victims that 
they are buying wine at this stage because it will rise 
in value. But the wine doesn’t exist, and the victims 
are left out of pocket.

5.   Love: according to the UK's national fraud and 
internet crime reporting centre Action Fraud, there is 
an increase in romance scams. It has had more than 
1,000 reports in the past 12 months from those who 
believe they have found love online but have actually 
become victims of criminals. The typical victim has 
been conned out of more than US$30,000. This scam 
works when those involved hand over useful personal 
and financial details about themselves to people they 
have fallen for online.
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World Focus

CCTV control rooms forced to 
cut costs
Research by CTTV software provider icomply 
has shown that the recession has forced 
public space CCTV control rooms to cut 
camera numbers, maintenance levels and 
staffing in the last 12 months.

The survey of control rooms in the UK 
and overseas from icomply found that 48 per 
cent of respondents had seen their control 
rooms embark on cost-saving exercises in 
the last year. Of the measures taken to cut 
costs due to the decreasing budgets, six in 
10 of the control rooms had been forced 
to reduce maintenance costs across their 
network. Some 39 per cent had experienced 
redundancies in order to cut costs, while 
32 per cent had seen staff hours actively 
reduced. In addition, 17 per cent had taken 
the decision to slash the number of CCTV 
cameras on its network.

Despite the pressure to cut costs, the 
industry is confident CCTV remains a vital tool 
in aiding the police and a key preventative 
measure to help cut crime. Some 89 per cent 
of respondents said they strongly agreed 
or agreed that CCTV is ‘very effective’ in 
capturing crime and 87 per cent stated their 
belief that cameras act as a ‘strong deterrent’ 
for crime.

icomply’s website has infographics 
produced from the result of surveys on 
public space CCTV cuts at www.i-comply.
co.uk/resources/control-room-budgets/.

Demand for skilled security professionals 
in the US
Demand for cyber-security professionals grew three and a half 
times faster than demand for other IT jobs and 12 times faster 
than all other jobs, according to a report from US-based Burning 
Glass Technologies.

Burning Glass analysed job posts for cyber-security 
professionals placed by US businesses and government agencies 
from 2007 to 2012. It also looked at how many times employers 
posted the same job ad to determine that cyber-security jobs 
were ‘substantially harder to fill’ than other types of computer 
jobs. Cyber-security job postings were reposted, or duplicated 
almost 35 per cent more often than other types of computer-
related jobs, the report found.

There were 67,437 job ads for cyber-security-related 
positions in the US in 2012, a 73 per cent increase since 2007, 
Burning Glass found in its report. These jobs weren't limited to 
just the tech sector but existed across a wide range of industries, 
including professional services organisations, financial services, 
healthcare, and retail, according to the report.

The report noted that many of these cyber-security jobs 
had the same job titles as non-security jobs, such as analysts, 
specialists, and auditors. Of two jobs with the same title, the 
one requiring cyber-security skills was likely to have salaries 
10 per cent higher than the one that didn't require security, 
according to the report.

The shortage of cyber-security talent has a dramatic impact, 
as organisations are unable to secure their infrastructure, 
defend against threats and recover from a cyber-attack.

This was clearly illustrated in ISC2's report, which noted that 
organisations were struggling to defend against cyber-threats. 
About 71 per cent of respondents said their organisations were 
under a lot of strain because they didn't have enough security 
professionals on staff.
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Dahua Tech new 2MP 
IP camera with varifocal 
motorised lens
Dahua Technology has launched a 2MP 
full HD vandal-proof network dome 
camera with varifocal motorised lens. The 
lens is 3~9mm/F1.2 with the angle of view 

105°. It allows remote users to have 
a more adjustable, wider scenario 
for surveillance and renders 
superb image quality even in low 
light. With real-time recording 
capacity at full HD resolution, it 
supports dual-stream encoding, 
which allows video stream to be 
separately transmitted for different 
purposes. The built-in SD card 
design does away with problems 
associated internet interruption. 

For more information please visit the 
website at www.dahuasecurity.com.

Honeywell releases newest version of MAXPRO Cloud
Honeywell’s newest version of its hosted-video system gives companies options 
for storing their critical surveillance clips, an especially important requirement 
for businesses that must comply with stringent security regulations. MAXPRO 
Cloud 3.0 is allows businesses to use the cloud to streamline operations and more 
effectively control costs. Companies can easily expand video storage capabilities 
as needed, and online tools let users more easily manage surveillance across 
multiple sites and sift through clips faster. The newest version of MAXPRO 
Cloud is among the first in the security industry to 
offer a combination of local storage, USB-based 
storage, a networked attached storage (NAS) 
appliance and cloud-based backup. This gives 
companies more options to continuously store 
their HD video locally while backing up their 
most important events in the cloud. For more 
information, visit www.maxprocloud.com.

Silent Knight combination fire alarm and emergency communications 
Silent Knight has introduced the new Farenhyt ECS (Emergency Communications System) line, 
providing both fire protection and a system for broadcasting real-time communications within a 
facility, big or small. Integrating mass notification capability with fire alarm technology provides an 
all-in-one system that is easy to use and cost-effective.  Control panels include customisable switches 
for as many as 15 pre-recorded messages and a microphone for live paging. Up to seven RCUs 
(Remote Command Units) can be tied in and conveniently placed throughout a facility to provide a 
quick means for live paging to specific areas of a facility. Complete operation of fire alarm and ECS 
functions can also be performed through an ECS-RCU. The system runs on most wire-types, making 
it a cost-effective retrofit option when existing fire alarm wire is used. More technical information is 
available at www.farenhyt.com. 

Latest Security Devices

A glance at what's new on the market

Solar powered indoor / outdoor dummy camera with LED
Go green with the SecurityMan SM-3803 inexpensive solar dummy camera 

which can be used to increase the security presence in your home or 
business. It features an energy saving solar panel capable 
of charging rechargeable batteries and extending the 
battery life of standard batteries (2 x AAA required). 
The built-in solar panel recycles indoor light or uses 

battery power in low light conditions. Equipped with a 
flashing red LED light, which enhances the presence 

of the camera and hence security, it is designed 
to purposely deter unwanted intruders at just a 
fraction of a cost of a real security camera. For 
more information, visit www.securitymaninc.com.
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Industry Events

IST Spring
Trade fair for IT security
Tokyo Big Sight, Tokyo, Japan
May 8-10, 2013
www.ist-expo.jp

Secutech International Security Expo
Annual event for the electronic security, info security, 
and fire and safety industries
Bangkok International Trade and Exhibition Center, 
Bangkok, Thailand
3-5 July, 2013
www.secutechthailand.com/en/

Security Exhibition and Conference
The next generation of security 
Sydney Convention & Exhibition Centre, Sydney, Australia
24-26 July, 2013
http://www.securityexpo.com.au/

Secutech International Security Expo
Annual event for the electronic security, info security, 
and fire and safety industries
Saigon Exhibition & Convention Center (SECC) Ho Chi Minh City, 
Vietnam
8-10 August, 2013
www.secutechvietnam.com/en/index.aspx

Courses

BRI Hostile Environment PSD / CPP Operator's Course
Lop Buri, Thailand
27 May-5 June, 2013
www.businessrisksinternational.com.au/news.php

When you are planning to travel on business or holiday please 
be aware that there are security travel warnings in place for 
many countries in the Asia Pacific area. We strongly advise 
that you contact your embassy/consulate to get the latest 
information/status on your destination country.

Hong Kong’s official website of all embassies and 
consulates located in the territory can be found here: 
www.protocol.gov.hk/eng/consular/index.html

The GoAbroad website will help you find any country’s 
embassy or consulate around the world: 
www.embassy.goabroad.com

Security Asia wishes you a safe and secure journey.

Events

Travel Advisory

Seminars and Conferences

Introduction to the Personal Data (Privacy) Ordinance
Conference Room, Office of the Privacy Commissioner 
for Personal Data
Room 1301, 13/F, 248 Queen's Road East, Wanchai, Hong Kong
1 June, 2013
www.pcpd.org.hk

Securing Business in an Unsecured World
Room N101 (New Wing) HKCEC, Wanchai, Hong Kong
28-29 May, 2013
www.infosecurityproject.com

Biometric Security Forum Asia: The Future of Border Control
Mandarin Orchard Hotel, Singapore
18-19 June, 2013
www.ibcevents.com/events/biometric-security-forum-asia
--18-19-june--singapore

Information Security Showcase
Data Protection in Mobile and Cloud Environments
Level 2, HKCEC, Wanchai, Hong Kong
26 June, 2013
http://www.hkitssm.org/

Intelligence, Surveillance and Reconnaissance
Le Meridien Kuala Lumpur, Malaysia
1-4 July, 2013
www.ibcevents.com/events/isr-asia-2013

International Conference on CyberCrime and 
Computer Forensic 2013
One Digital World, Many Digital Crimes
City University of Hong Kong and Chinese University 
of Hong Kong, Hong Kong
25-28 August, 2013
http://www.apccf.org/
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4-6 June, 2013
Hong Kong Convention & Exhibition Centre, Hong Kong

Organised by:

www.retailasiaexpo.com

If you are a security supplier to the retail industry, 
please act FAST to secure your space.
Ms. Jellis Kan / Exhibition Project Director  
Tel: +852 3105 3958   Email: jellis@retailasiaexpo.com

Shoplifting and employee theft account for 78% of retail shrinkage 
in 2011 globally. To help retailers battle retail theft, global suppliers 
will introduce the latest security technologies and products at the 
technology seminar, where each session will be attended by 150+ 
professionals.

Many leading international retail security solution providers have made 
presence at Retail Asia Expo in the past. The show is the ideal platform 
for you to showcase new products or simply increase brand awareness.  
This year, ADT, airwatch, E Tag, Alpha Solutions, have confirmed to be 
our exhibitors. Contact us now to explore various options.

Retail Technology ExpoRetail Technology Seminar

RetailAsiaExpo

SecurityAsia_28022013_eng.pdf   1   2/28/2013   12:48:15 PM
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Informatics

How companies are securing
personal mobiles at work

Top 5 actions companies took in 2012 to
protect sensitive information

Virtual Private Network

Two-factor authentication

Mobile device
management software

Password-protected
cloud storage

Full-disk encryption of
personal devices

Source: BYOD, The IT Perspective, MokaFive, 2012

63%

28%

26%

26%

18%

Define a policy for classification
and handling of sensitive information

Employee awareness programs

Additional security for information

Restricted use of specific hardware

Internal audits for testing of controls

Source: Fighting to Close the Gap, Ernst & Young, 2012

72%

68%

57%

43%

41%

44% of companies globally
have implemented
encryption technology to
protect critical corporate data

36% of IT specialists use
full disk encryption (FDE)

32% of IT specialists use
data encryption on external devices

Kapersky Lab, December 2010

The world market for
physical security systems
grew by 6% in 2012

The world market for
video surveillance
grew by 11.8% in 2012 

The world market for
access control grew by 7.2%
The world market for
IP video surveillance
grew by almost 30%
Memoori Business Intelligence, 

“The Physical Security Market 2012’ 
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P U B L I S H I N G

P U B L I S H I N G

R&R Publishing is a media and communications company based in Hong Kong specialising in custom publishing, 
design and production of a wide range of marketing materials, including:
 • Custom Magazines • Newsletters & Brochures • On-line Publications • Annual Reports
 • Branding • Marketing Materials • Directories • Websites

We focus on crafting individual solutions for companies and corporations in Hong Kong, around the region and 
internationally. Our high-quality services enable you to grow your business and reach out to your customers.

We link the creativity of our highly experienced editors, writers, designers and production staff with the latest technology to 
provide you with the tools you need to promote your brand, products and services to your customers and target audience.

Contact us now to see how we can help promote your business!

 R&R Publishing Ltd
 705, 7/F Cheong K. Building, 84-86 Des Voeux Road Central, Hong Kong
 Tel: (852) 2126 7815   Email: info@rrpublishing.com.hk
 

www.RRPublishing.com.hk




